So far, development and enhancement of global communication networks, distribution of software, and upgrading of computer systems are accompanied by the evolution of criminal environment, with the latter evolving not only within one particular nation but throughout the international community. New opportunities in cyber crime translate into new threats for global information networks and community as a whole, which in terms of preventing and combating cyber crime requires substantial strengthening of information security measures and an approach that is completely different from that applied to combating common crime. The article presents innovative technologies in combating cyber crime and an ever-increasing significance of information security as a system of protecting private, public and state interests.
Introduction
As information and telecommunication technologies develop and evolve, global availability of the Internet constantly increases, and hardware and software are upgraded and enhanced, criminal environment also evolves in the context of new opportunities for cyber criminals. All these factors determine the need for substantial strengthening of information security measures both within one particular nation and throughout the international community. Today no one is surprised by a steady growth in the news on cyber crime and the related court proceedings. As a consequence, cyber security representing one of the major components of any country's national security requires 
Material and Theoretical Bases of Research
The definition of cyber crime is provided in the Convention on Cyber Crime (ETS No. Due to the lack of meaningful studies and an extremely high level of latency of cyber crime, current measures designed to prevent and combat computer crime proved to be completely inefficient. Therefore, when it comes to implementing innovative technologies to combat cyber crime in Russia, it is vitally important that Russia adopts best industry practices and experience of the leading Western economies. As a consequence, new bodies and organizations are to be established as soon as possible to coordinate combating computer crime and train Russian professionals in this area.
Thus, the main challenge in fighting cyber crime is anemic legislation that controls relations in the IT sphere; 'anemic' means not only a low level of technical expertise of the law enforcement personnel but also inadequate liability for criminals breaching the 
Conclusion
Consequently, development and implementation of the package of measures, as well as application of innovative technologies in combating cyber crime, and improvement of efficiency of cyber space defence will help successfully detect, forestall and prevent such offences. Each state must take relevant measures to detect hacker attacks of any type, attempts to hack into its systems from the Internet, unauthorized access to classified information, as well as all types of computer crime. And last but not least, special and immense attention should be paid to all aspects of information security as it represents a system of protecting private, public and state interests.
